Sophos email appliances plug in protection

Sophos Email Appliances - Plug-and-protect defense against spam, phishing, malware and data
leakage

Sophos Email Appliances proactively protect against inbound and outbound email threats. A
remotely monitored managed appliance platform and intuitive management console greatly reduce
administrative effort, simplifying security and policy enforcement.
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Protects against spam, viruses, spyware, and other malware

Monitors email content and prevents leakage of confidential information
Easily fits into any network infrastructure

"Set-and-forget" protection is simple and reliable

Eliminates administrative overhead

Choice of two solutions to handle up to 80,000 messages per hour

Proactive anti-spam protection

Sophos Email Appliances eliminate more than 99% of spam with a range of anti-spam technologies including
Sender Genotype detection, reputation filtering, heuristics, attachment fingerprinting and more. SXL, the
real-time anti-spam intelligence service powered by SophosLabs™, enables instant protection against fast-
moving spam campaigns.

Stop viruses, Trojans, spyware and other malware

Sophos's award-winning anti-virus engine detects all types of malware in a single, high-speed scan. Every
Sophos appliance is updated with new protection intelligence every 5 minutes.

Prevent leakage of confidential data via email

Avoid deliberate or accidental data leakage via email easily and effectively with advanced content monitoring
and filtering capabilities covering keywords, file types, credit card numbers, social security numbers and
more.

Encrypt outbound email for added security

Prevent eavesdropping and access by unintended recipients with TLS encryption, state-of-the-art technology
that ensures privacy for email.

Protect against unknown threats before they reach the desktop

Only Sophos Email Appliances offer you proactive Behavioral Genotype® Protection, which guards against
unknown threats before they can execute and gives you all the benefits of a Host Intrusion Prevention
System (HIPS) at the gateway.

Block offensive or unwanted content

Maintain a safe working environment by blocking email containing offensive and unwanted content such as
hate, violence and pornography. Avoid potentially serious legal liability by preventing outbound distribution
as well.

Enforce your organization's acceptable use policy (AUP)

Create and manage rules for inbound and outbound email quickly and easily with a powerful policy wizard.
Run detailed reports and access logs from a single, highly intuitive management console.
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Simplify administration with Sophos managed appliances

Only Sophos appliances are managed appliances, remotely monitored by Sophos to ensure your peace of
mind and confidence.
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